PRIVACY POLICY

Last updated on 6 March 2024.

We attach great importance to the security and confidentiality of your personal data. This privacy policy
informs you about how we process your personal data in compliance with applicable laws when you use
Syba’s privacy and security services.

We also use cookies on our website. For more information, we kindly refer you to our cookie

policy.

1.
1.1.

1.2.

2.2.

2.3.

WHEN DOES THIS PRIVACY POLICY APPLY?

We collect and use your personal data when you:

° use our website (www.syba.io) or the contact form;

° use our social media (Facebook, Twitter or LinkedIn);

° use our mobile app “Syba”;

° enter into an agreement with us or communicate with us in that context;

° register for or participate in our events;

° apply for one of our vacancies;

° visit our offices, sites or facilities;

° communicate with us by email, phone or any other digital communication channel;
° give us your business card; and

. receive our brochure.

This privacy policy may be amended as set forth in Article 9.

WHO ARE WE?

“We” in this privacy policy refers to Syba Europe bv:

Name: Syba Europe bv

Address: Kardinaal Mercierstraat 74
8000 Brugge

Belgium

Company number: 0802.711.523

E-mail: privacy@syba.io

We are the responsible data controller for the collection and use of your personal data in the
manner explained in this privacy policy. If you have any questions about this, please contact us
by e-mail (privacy@syba.io).

In certain circumstances, third parties may (also) be responsible for the processing of your
personal data. For example, if you click on a link and leave our website or if you use our social



media and have your own social media account. We have no control over the data such
providers collect about you. In that case, we recommend that you consult the privacy policies of
these third parties.

3. WHICH PERSONAL DATA DO WE PROCESS AND WHY?

We will only process your personal data for a specific purpose and to the extent permitted by law. We
further explain below in which cases we collect and use your personal data. If we do not receive your
personal data directly from you, we will also inform you of this below.

3.1. WHEN YOU USE OUR WEBSITE OR USE THE CONTACT FORM OR POP-UP CHAT
WINDOW

3.1.1. When you use our website (www.syba.io) or use our contact form or pop-up chat
window or other digital communication channel, we collect and use the following
personal data.

What personal data? Why? Legal basis?

Technical information (e.g. | In order to ensure the most | Our legitimate interest in
server log files) about your visit | fault-free operation of our | keeping our online presence
and the device you use (e.g. IP | website and to detect and | safe.

address, Internet  Service | prevent malware, illegal content
Provider (ISP), time, visited | and conduct and other forms of
webpage, operating system, | potential abuse.

browser type and version and
location based on the IP
address). We cannot identify
you on the basis of this
information, but third parties
may be able to identify you (e.g.
your internet service provider).




What personal data?

Why?

Legal basis?

Information about your
browsing behaviour, how you
use our website and the device
that you use (e.g. number of
sessions, average session
duration, visited web pages, the
files you browsed on our site
like HTML pages, images, etc.,

when visitors visit us, how
visitors are attracted, from
which country visitors are

browsing, device type, number
of active visitors, number of
repeat visitors, trends of active
visitors, user retention, whether
objectives are achieved). We
cannot identify you on the basis
of this information, but third
parties may be able to identify
you. We collect this information
through cookies. For more
information about this, please
refer to our cookie policy.

In order to improve the content
of and general experience on
our website and social media
and to develop new products or
services.

Your consent.

Identity and contact details
provided by you (e.g. name,
email address, company you
work for) and the content of the
message and the technical
details of the message itself
(e.g. date and time).

To enable communication
between you and us.

Our legitimate interest in being
able to respond to requests,
questions or comments or to
contact you proactively for
questions of any kind.

3.2
3.2.1.

WHEN YOU USE OUR SOCIAL MEDIA

following personal data.

When you use our social media (Facebook, Twitter, LinkedIn), we collect and use the

What personal data?

Why?

Legal basis?

When you send messages to us
via social media, we collect your
identity and contact information,
your message content and your
message technical details (e.g.,
date and time).

To enable messages between
you and us via social media.
These messages are not public.
However, if you post a comment
or like or post other data (e.g.
photos) on our public social
media, then these data are
public.

Our legitimate interest in being
able to respond to requests,
questions or comments or to
contact you proactively for
questions of any kind.




What personal data?

Why?

Legal basis?

Information publicly available
on our social media (e.g.
customer  experiences  or
reactions to our products or
services).

To track and monitor messages
about our products or services,
our company or our industry via

social media. This is also
referred to as 'social media
listening'.

Our legitimate interest in
tracking messages about our
products or services or about us
as a company or the industry in
which we operate.

3.3.
3.3.1.

WHEN YOU USE OUR APP (SYBA)

Syba app is a mobile application available on iOS and Android that helps you protect

your online privacy of your emails, social media usernames and router security.

3.3.2.

When you use our mobile app (Syba), we collect and use the following personal data.

What personal data?

Why?

Legal basis?

Identity and contact information
provided by you to us upon your
registration and thereafter.

To create and manage your
account so you can use our app
and make use of our services.

Your consent.

Identity and contact information
provided by you to us and
information about the services
you subscribed to through our
mobile app.

Your IP address

Your email address(es)

To ensure a user-friendly way to
subscribe to our services
through our app and to monitor
the subscription status.

Router Security feature: our IP
Security test provider will use
your IP address only for the
purpose of checking if your IP
address is known for open
ports, router vulnerabilities and
IP blacklisting

Data Breach feature: Our data
breach service provider will use
your email address only for the
purpose of checking if your
email address appeared in a
data breach

We rely on the need to process
your personal data in order to
come to an agreement with you
or to perform an existing
agreement with you.

We rely on the need to perform
an existing agreement with you.

We rely on the need to perform
an existing agreement with you.




What personal data?

Why?

Legal basis?

Your social media usernames

Social Media feature: Our social
media service provider will use
your usernames only for the
purpose of checking where your
user name appeared in social
media websites

We rely on the need to perform
an existing agreement with you.

Information about your device.

To improve the content and
overall experience of our app.

Our legitimate interest in
making sure our app works
properly and to provide our
users with the most trouble-free
experience possible.

Information about your use of
our app. In addition, we also
receive aggregate demographic
data from Apple and Google for
our total user base.

To improve the content and
overall user experience of our
app.

Our legitimate interest in
providing our users with an
interesting experience.

Your location information (e.g.
IP address).

To be able to provide the
services.

Your consent.

3.4.

3.4.1.
data.

WHEN YOU CONTRACT WITH US

When you enter into an agreement with us we collect and use the following personal

What personal data?

Why?

Legal basis?

Identity and contact details
provided by you in the context of
the agreement (e.g. name, e-
mail address, professional
function and language).

To fulfl  our contractual
obligations, and if you are a
customer, to deliver provide our
services, including processing
or performing  subscription
orders or processing payments
and communicating with you in
this context.

If you are our customer or
supplier as an individual, we
rely on the necessity of
processing your personal data
for the performance of the
contract we have with you.
However, when you act on
behalf of a company or other
legal entity, we rely on our
legitimate interest in being able
to contract with customers and
suppliers.




What personal data? Why? Legal basis?

Identity and contact details | To carry out our normal | Our legitimate interest in
provided by you within the | business administration (e.g. | managing our business
framework of the agreement | invoicing and  relationship | activities in a responsible and
and, if applicable, your | management). professional manner.

company and invoicing details.

Identity and contact details
provided by you and the reason
for your contact with our
customer service (e.g. your
problem with or feedback about
our services).

To solve your problems or your
process feedback and
communicate in you this regard.

Our legitimate interest in striving
for high customer satisfaction.

Your email address and
information about your previous
subscriptions if you are an
existing customer and you did
not object to this.

To send you our brochure or
other electronic communication.

Our legitimate interest to
contact you as an existing
customer to inform you about
our services and to improve our
customer relationship.

3.5.
3.5.1.

WHEN YOU REGISTER FOR OR PARTICIPATE IN OUR EVENTS

When you register for or participate in our events (e.g. panel events to discuss cyber

security topics with experts), we collect and use the following personal data.

What personal data?

Why is that?

Legal basis?

Identity and contact details
provided by you to us in
connection with, where
applicable, your registration and
participation in our events (e.g.
name, e-mail address,
telephone  number,  postal
address, company you work for,
professional position or
payment details).

To process your registration
and prepare, organize and
secure our events.

Our agreement with you by your
acceptance of the applicable
terms and conditions.

Your feedback about the event
in which you participated and
your identity and contact details
provided to us in that regard,
unless your feedback was
anonymous.

To evaluate the event and
improve future events.

Our legitimate interest to be
able to organize interesting
events or to promote our
services.




What personal data?

Why is that?

Legal basis?

Photos taken during an event
on which you are recognizable.

To capture and share ambience
images of the event (e.g. on our
website and our social media).

Your permission.

3.6.
3.6.1.

WHEN YOU APPLY FOR A JOB WITH US

When you apply with us, we collect and use the following personal data.

What personal data?

Why?

Legal basis?

Identity and contact details (e.g.
name, e-mail address, postal
address and telephone
number), information that you
have included in your resume
and cover letter and any other
personal data you have chosen
to include in your application.

In order to
application.

assess your

We rely on the necessity of
processing your personal data
in order to reach a possible
agreement with you. If we
decide not to cooperate with
you, we will request your
consent to be included in our
recruitment reserve.

3.7. WHEN YOU VISIT US
3.7.1.  When you visit us, we collect and use the following personal data.
What personal data? Why? Legal basis?
Identity and contact information | To ensure the safety of our sites | Our legitimate interest in
provided by you to us during | and facilities and to notify the | managing our business
your visit (e.g. name and | person you come to visit of your | activites  responsibly  and
company name) and | arrival. professionally and in meeting

information about your Vvisits
(e.g. date, arrival and departure
time, person you are visiting).

contractual obligations with our
business partners.

Camera images taken during
your visit on which you are
recognisable.

To ensure the security of our
sites and facilities.

Our legitimate interest in
managing our business
activities ~ responsibly  and

professionally.

Technical information about
your device with which you
connect to our Wi-Fi network
(e.g. MAC address).

To let you make use of our Wi-
Fi network for guests in a safe
manner.

An agreement with you by your
acceptance of the applicable
terms and conditions.




3.8.
3.8.1.

use the following personal data.

WHEN YOU MEET WITH US (IN PERSON OR ONLINE) IN A COMMERCIAL CONTEXT

When you meet with us within the context of commercial conversations, we collect and

What personal data?

Why?

Legal basis?

Identity and contact information
provided by you to us during our
meeting(s) (e.g. name and
company name, occupation and
position within the company).

To prospect, to approach
business prospects within a
commercial context.

Our legitimate interest in
managing and expanding our
business activities responsibly
and professionally.

3.9.
3.9.1.

WHEN YOU COMMUNICATE WITH US

When you communicate with us via social media, telephone, email or any other digital

communication channel, we collect and use the following personal data.

What personal data?

Why?

Legal basis?

Identity and contact details
provided by you to us, the
content of the communication,
the technical details of the
communication itself (e.g. date
and time) and, if applicable, the
device you used.

To enable communication
between you and us (e.g., when
you use our contact form, pop-
up chat window or contact us
via social media, telephone or
email).

Our legitimate interest in being
able to respond to requests,
questions or comments or to
contact you proactively for
questions of any kind.

3.10. IN OTHER CASES
3.10.1.  Your personal data is also collected and used by us in the cases below.
What personal data? Why? Legal basis?
Identity and contact details on | In order to be able to contact | Our legitimate interest in
the business card you give us. | you within the framework of | building our network  of
normal relationship | contacts.
management.
Your postal address and other | To deliver our personalized | Our legitimate interest in
personal data in order to | brochure to you. informing you about our
personalise your brochures services.

(e.g. name, language, interests
and product preferences).




3.11. IN ALL OF THE ABOVE CASES

3.11.1.  For all personal data that we collect in the above circumstances, we would like to make
it clear that we will also process your personal data in the following cases.

What personal data? Why? Legal basis?
Above-mentioned personal | To comply with our legal | Our legal obligation.
data. obligations or to comply with

any reasonable request from
competent police authorities,
judicial authorities, government
institutions or bodies, including
competent data protection

authorities.
Above-mentioned personal | To prevent, detect and combat | Our legal obligation.
data. fraud or other illegal or

unauthorized activities.

Above-mentioned personal | To defend ourselves in legal | Our legitimate interest in using
data. proceedings. your personal data in these
proceedings.

Above-mentioned personal | To inform a third party in the | Our legitimate interest in
data. context of a possible merger | entering into business
with, acquisition of/by or | transactions.

demerger by that third party,
even if that third party is located
outside the EU.

4, WITH WHOM DO WE SHARE YOUR PERSONAL DATA?

4.1. In principle, we do not share your personal data with anyone other than the persons who work
for us, as well as with the suppliers who help us process your personal data. This means that
only the following categories of recipients will receive your personal data:

° You;

° Your employer or business partners, but only when this is necessary for the purposes
mentioned above (e.g. when your employer is our supplier or customery);

° Our employees;

° Our suppliers (these may include cloud service providers such as Microsoft Azure) and
app stores to distribute our app; and

° Government or judicial authorities to the extent that we are obliged to share your
personal data with them (e.g. tax authorities, police or judicial authorities).

4.2. Anyone who has access to your personal data will always be bound by strict legal or contractual
obligations to keep your personal data safe and confidential.



5.2.

5.3.

6.2.

6.3.

6.4.

INTERNATIONAL TRANSFERS (DATA TRANSFERS)

All personal data relating to data subjects located in the European Economic Area (EEA) (the
European Economic Area consists of the EU, Liechtenstein, Norway and Iceland) are stored
within the EEA.

We only transfer data outside of the EEA in following limited cases:

° As a member of the Syba Group, we may cooperate with other companies within the
group (e.g. Syba US) for the purpose of prospecting and managing/expanding our
business activities as stated in Article 3.8.

. For some specific tasks, we rely on suppliers or third-party service providers, which may
qualify as data processors as appropriate when they access or need to use certain
personal data collected by us as part of their duties. Some of these carefully selected
processors may be located outside of the EEA. The data that is transferred outside of
the EEA in these cases is limited to the data processed for the purpose of support in
app-related functionalities and services as stated in Article 3.3.

In case of international transfers from the EEA to a non-EEA country or organisation located
outside of the EEA, we will take adequate safeguards to protect your personal data when we
transfer your personal data, such as:

° if applicable, an adequacy decision, as adopted by the European Commission (i.e. a
decision of the European Commission where the latter has recognised that the country
to which your data is transferred ensures an adequate level of protection); or

° in the event that your data is transferred to a country whose level of protection of your
data is not recognised as adequate by the European Commission, we will rely on
standard data protection clauses adopted by the European Commission.

. In addition, where necessary, we may take additional measures to ensure a compliant
level of personal data protection as guaranteed within the European Economic Area by
implementation of additional data protection measures and/or preliminary assessments.

HOW LONG DO WE KEEP YOUR PERSONAL DATA?

Your personal data will only be processed for as long as necessary to achieve the purposes
described above or, when we have asked you for your consent, until you withdraw your consent.
In this article we provide you with the information you need to evaluate how long we will keep
your personal data identifiable.

As a general rule, we will de-identify your personal data when it is no longer needed for the
purposes described above or when the retention period, as explained in this Article 6, has
expired. However, we cannot delete your personal data if there is a legal or regulatory obligation
or a court or administrative order preventing us from doing so.

We retain all personal data collected through our website for as long as necessary to protect the
legitimate interests stated in Article 3.1. We retain technical information such as our server log
files until 6 months after your visit to our website, after which it will be deleted or de-identified.
Messages that you send us via the contact form will be retained as long as necessary to handle
and follow up your question, request, comment, or other input. We also keep an archive of so-
called tickets we received via the contact form. We will remove or de-identify tickets we have
closed no later than 5 years after closure. We do not retain information about your browsing
behaviour (e.g. user ID) longer than 26 months after your visit to our website, after which it will
be deleted or de-identified.

All personal data we collect through our social media (Facebook, Twitter, LinkedIn) we retain as
long as necessary to protect the legitimate interests stated in Article 3.2 or until such time as



6.5.

6.6.

6.7.

6.8.

6.9.

your personal data is no longer required for the purposes of the promotion. We consider this
retention to be necessary at least as long as you can legally challenge the result of this.
Messages that you send to us via social media and your identity and contact details and
technical details related thereto, we will retain as long as necessary to handle and follow up your
question, request, comment or other input. We will not retain this data longer than 5 years after
your message, after which it will be deleted or de-identified. If information about our products or
services, our company or our industry based on publicly available social media interactions
(“social media listening”) contains personal data, we will retain it for as long as necessary to
protect our legitimate interest. We will not retain this data longer than 5 years after the collection
of this information.

All personal data we collect through our mobile app (Syba) we retain as long as necessary to
protect the legitimate interests stated in Article 3.3 or until you withdraw your consent. You can
disable location sharing via your mobile device in your device settings. Identity and contact
information related to your subscription order or previous orders via our mobile app will be
retained until your personal data is no longer required for the purposes of your order or its follow-
up. We consider this retention to be necessary at least as long as you can take legal action in
connection with this order. We will not retain technical information related to your use of our
mobile app for longer than 5 years after your last use of our app, after which it will be deleted or
de-identified. We will not retain information about your use of our mobile app for longer than 5
years after the last time you used our app, after which it will be deleted or de-identified.

We will retain all personal data collected in connection with our events for as long as necessary
to protect the legitimate interests stated in Article 3.5 or until you withdraw your consent. If your
photo was not published, we will not keep your photo longer than 2 years after the event in
question. If you wish to object to a published photo of you during an event, please let us know
(see Article 10). Identity and contact details in the context of your registration for or participation
in an event, we will retain your personal data until your personal data are no longer necessary
in this context. We consider this retention to be necessary at least as long as you can take legal
action in connection with the event in question. Your feedback about a particular event and your
identity and contact information to the extent you have provided it to us, we will retain as long
as necessary to process your feedback for future events. We will not retain this data longer than
2 years after the event in question.

We will retain all personal data we collect from you as part of your application for the duration of
the application process and, if we choose to employ you, for the entire duration of your contract
with us and up to 10 years upon termination of the contract. If we do not choose to employ you,
but we have invited you for an interview, we will retain your personal data for 5 years after the
review process has ended. If you consent to the inclusion of your personal data in our
recruitment reserve, we will retain your personal data for 5 years after receipt of your personal
data.

All personal data we collect when you visit us will be retained as long as necessary to protect
the legitimate interests stated in Article 3.7 or, if you have used our wifi network, until your
personal data is no longer required for this purpose. We consider this retention to be necessary
until 12 months after your last access to our wifi network. Identity and contact details and other
information collected as part of your visit, we retain as long as necessary to manage our
business activities responsibly and professionally. We will not retain this data longer than 2 years
after your visit. We do not retain camera images recorded during your visit for more than 1 month
after the image was recorded, unless there is a legitimate reason to retain these camera images
for a longer period of time.

All personal data we collect when we meet (in person or online) within the context of commercial
purposes will be retained as long as necessary to protect the legitimate interests stated in Article
3.8. Identity and contact details and other information collected as part of our meeting, we retain



6.10.

6.11.

6.12.

8.2.

8.3.

8.4.

8.5.

as long as necessary to manage and expand our business activities responsibly and
professionally. We will not retain this data longer than 5 years after our meeting.

All personal data we collect through our interactions with you through social media, telephone,
email or other digital communication channels will be retained for as long as necessary to
communicate with you, but also to maintain a historical record of our communications. This
allows us to return to previous communications when you come back to us with new questions,
requests, comments or other input.

All personal data we collect when you give us your business card, we keep as long as you do
not ask us to delete your personal data.

All the personal data we collect and use when you receive our brochure we will keep as long as
we provide you with our brochure. If you no longer wish to receive our brochure, please let us
know (see Article 10).

HOW DO WE KEEP YOUR PERSONAL DATA SECURE?

The security and confidentiality of the personal data we process is very important to us. That is
why we have taken measures to ensure that all personal data processed is kept secure. These
measures include technical and organizational measures to protect our infrastructure, systems,
applications, processes and sites. We've also taken other measures, such as taking internal
policy measures, limiting the processing to the personal data necessary for the fulfillment of the
purposes, minimizing the processing of personal data, the pseudonymization of personal data
as soon as possible, transparency with regard to the functions and processing of personal data,
enabling the data subject to exercise control over the processing of information, enabling the
controller to create and improve security features, restricting access to personal data based on
roles, taking backups of personal data and periodically evaluating our security measures.

To implement such measures, we have taken into account the state of the art, the costs of
implementation and the nature, scope, context and purposes of processing as well as the risk
of varying likelihood and severity for your rights and freedoms as a data subject.

YOUR RIGHTS REGARDING YOUR PERSONAL DATA

When we collect and use your personal data, you have rights that you can exercise in the
manner described below. Please note that when you wish to exercise a right, we will ask you for
proof of identity. We do this to prevent a personal data breach (e.g. because an unauthorized
person is impersonating you and is exercising a right in your name).

You have the right to access your personal data, which means that you may ask us to provide
you with information about the personal data we hold about you. You may also request a copy
of your personal data. Please note, however, that you must indicate for which processing
activities you wish to have access to your personal data.

You have the right to request that we correct your personal data if you can demonstrate that
the personal data we process about you is inaccurate, incomplete, or out of date. Please indicate
the context in which we use your personal information (e.g. to respond to a request), so that we
can review your request quickly and accurately.

If we ask your consent to collect and use your personal data, you have the right to withdraw
this previously given consent.

You may ask us to erase your personal data if the personal data is no longer necessary for the
purposes for which we collected it, if its collection was unlawful or if you have successfully
exercised your right to withdraw your consent or your right to object to the processing of your
personal data. If any of these circumstances apply, we will delete your personal data



8.6.

8.7.

8.8.

8.9.

8.10.

8.11.

9.2.

immediately, unless legal obligations or administrative or court orders prohibit us from deleting
your personal data.

You may ask us to restrict the processing of your personal data:

. during the time we review your request for correction of your personal data;

. during the time we review your objection to the processing of your personal data;

° when such processing was unlawful, but you prefer a restriction to erasure; and

° when we no longer need your personal data, but you need them for the establishment,

exercise, or defense of any legal action.

When we process your personal data on the basis of our own legitimate interests, i.e. you have
not given us consent and we do not need them for the performance of a contract, nor to comply
with legal obligations, you have the right to object to our processing of your personal data. If
our interest relates to direct marketing, we will grant your request immediately. For other
interests, for example our security interests, we ask you to describe your specific circumstances
that give rise to a request. Then we must balance your circumstances against our interests. If
this balancing test results in your circumstances outweighing our interests, we will cease
processing your personal data.

If we have collected your personal data on the basis of your consent or because they were
necessary for the performance of a contract with you, you have the right to obtain a copy from
us in a structured, widely used and machine-readable format. However, this right only
applies to personal data that you have provided to us.

If you wish to exercise any of these rights, we ask you to contact our privacy manager by sending
an email to privacy@syba.io. The above rights may be subject to certain legal conditions.

Specifically in relation to the right of access, correction, restriction or erasure, you can access,
rectify, restrict or delete your personal data directly through the Syba app or by contacting the
support team directly through the Syba app.

If you want to have all your personal data deleted, you can delete your account directly through
the Syba app.

If you make the same request repeatedly and clearly cause inconvenience, we may refuse these
successive requests or charge you an administrative fee to cover the costs. We may also deny
you the right of access to your personal data or grant your request only partly, if such access
could cause disproportionate harm to the rights and freedoms of others, including ours.

If you have a complaint about the processing of your personal data by us, you can always
contact us at the e-mail address mentioned in Article 8.9. If you are not satisfied with our
response, you may lodge a complaint with the competent data protection authority, i.e. the
Belgian Gegevensbeschermingsautoriteit (www.gegevensbeschermingsautoriteit.be).

CHANGES TO THIS PRIVACY POLICY

We can change this privacy policy on our own initiative at any time. If material changes to this
privacy policy may affect the processing of your personal data, we will communicate these
changes to you in a way that we normally communicate with you (e.g. via e-mail or via a
message on our website or in the app).

We invite you to read the latest version of this privacy policy on our website (www.syba.io). Our
privacy policy states the date our privacy policy was last changed.



10.
10.1.

DO YOU HAVE ANY QUESTIONS?

Should you have any further questions about the processing of your personal data or regarding
this Privacy Policy, please do not hesitate to contact our privacy manager by sending an e-mail

to privacy@syba.io.




